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19 1 (589 Managing and Maintain Microsoft Windows Server 2008 Environment

PEAZIBYAUANERT
19/04/2553 Course Details
8:30-10:30 Introduction to Managing Microsoft Windows Server 2008
Environment
® |nstalling Windows Server 2008
® Managing Server Roles and Features
® Overview of the Server Core Installation Option
10:30-12:00 ® Overview of the Server Core Installation Option
Lab : Administering Windows Server 2008
12:00-13:00 Lunch
13:00-14:30 Introduction to Active Directory Services
® Overview of Active Directory Domain Services
14:30-17:30 ® Overview of AD DS Logical Components
® Using Queries to Locate Objects in AD DS
Lab : Creating AD DSUser and Computer Accounts
20/04/2553 Course Details
8:30-10:30 Creating User and Computer Objects
® Managing User Accounts
® Creating Computer Accounts
10:30-12:00 ¢ ® Using Queries to Locate Objects in AD DS
' Lab : Configuring Active Directory Delegation
12:00-13:00 Lunch
13:00-14:30 Creating Active Directory Services Groups and Organizational
Units
® |ntroduction to AD DS Groups
® Managing Group Accounts
14:30-17:30 ® Creating Organizational Units
Lab : Creating AD DS Groups Creating an OU Hierarchy
21/04/2553 Course Details
8:30-10:30 Managing Access to Resources

® Managing Access Overview
® Assigning Permissions to Shared Resources

® Managing NTFS File and Folder Permissions



10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

22/04/2553
8:30-10:30

10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

23/04/2553
8:30-10:30

10:30-12:00

12:00-13:00
13:00-14:30

Determining Effective Permission

Lab : Managing Access to Resources

Lunch

Configuring and Managing Storage Technologies

Overview of Windows Server 2008 Storage Management
Configuring Quota Management

Implementing File Screening

Managing Storage Reports

Lab : Installing the FSRM Role Service

Course Details

Configuring and Managing Distributed File System (DFS)

DFS Overview
Configuring DFS Namespaces
Configuring DFS Replication

Lab : Installing the Distributed File System Role Service and

Creating a DFS Namespace

Lunch

Configuring Availability of Network Resources and Content

Backing Up Data
Configuring Shadow Copies

Lab : Configuring-Shadow Copying

Configuring Print Resources and Printing Pools

Printing Overview
Configuring Network Printers
Using Print Management
Managing Printers

Troubleshooting Network Printing

Course Details

Preparing to Administer a Server

Windows Server 2008 Administrative Tools
Monitoring Performance

Monitoring Events

Using Remote Desktop for Administration

Configuring Security for Server Administration

Lab : Planning Windows Server 2008

Lunch

Configuring Server Security Compliance

Securing a Windows Infrastructure



® Using Security Templates to Secure Servers

® Configuring an Audit Policy

14:30-17:30 ® Overview of Windows Sever Update Services
® Managing WSUS
Lab : Planning Security on Server 2008

e 2 389 Configuring Microsoft Windows Server 2008 Network Infrastructure

PEAZIBYAUANERT
26/04/2553 Course Details
8:30-10:30 Fundamentals of Network Infrastructure

® Network Communication Standards
® Physical Network Infrastructure

® | ogical Network Organization

10:30-12:00 Lab : Installing and Configuring Servers and Server Roles

12:00-13:00 Lunch
13:00-14:30 Configuring Basic TCP/IPv6 Settings

® Overview of the TCP/IP Protocol Suite
Overview of TCP/IP. Addressing
TCP/IPv4 Tools

Overview of IP.Communication

Overview of Sub netting

Sub netting for Complex Networks

14:30-17:30 Lab : Converting the Network TCP/IP

27/04/2553 Course Details
8:30-10:30 : Configuring and Trouble shooting DHCP

' ® Overview of the DHCP Server Role

® Configuring DHCP Scopes and Options

® Managing a DHCP Database

® Monitoring and Troubleshooting DHCP

® Securing DHCP
10:30-12:00 Lab : Configuring and Troubleshooting the DHCP Server Role
12:00-13:00 Lunch

13:00-14:30 Configuring and Troubleshooting DNS

® |nstalling the DNS Server Role
Configuring the DNS Server Role
Configuring DNS Zones
Configuring DNS Zone Transfers

Managing and Troubleshooting DNS
14:30-17:30 Lab : Configuring DNS



28/04/2553
8:30-10:30

10:30-12:00
12:00-13:00
13:00-14:30

14:30-17:30
29/04/2553
8:30-10:30

10:30-12:00
12:00-13:00
13:00-14:30

14:30-17:30
30/04/2553
8:30-10:30

10:30-12:00

Course Details

Configuring and Managing WINS
® |[nstalling the Windows Internet Name Service
® Managing the WINS Server
® Configuring WINS Replication
® Migrating from WINS to DNS

Lab : Configuring a WINS Infrastructure

Lunch

Configuring and Troubleshooting IPv6 TCP/IP
® OQverview of IPv6

Coexistence with IPv6

IPv6 Tunneling Technologies

Transitioning from IPv4 to IPv6

Troubleshooting IPv6
Lab : Configuring a New IPv6 Network and Client

Course Details

Configuring and Troubleshooting Routing and Remote Access
® Configuring Network Access

Configuring VPN Access

Overview of Network Policies

Overview.of the Connection Manager Administration Kit

Troubleshooting Routing and Remote Access

Lab : Configuring and Managing Network Access

LLunch

Installing, Configuring, and Troubleshooting the Network Policy
Server Role Service

® |nstalling and Configuring a Network Policy Server

® Configuring RADIUS Clients and Servers
® NPS Authentication Methods
°

Monitoring and Troubleshooting a Network Policy Server
Lab : Configuring and Managing Network Policy Server
Course Details

Configuring Network Access Protection
® Overview of Network Access Protection
® How NAP Works
® Configuring NAP
® Monitoring and Troubleshooting NAP
Lab : Configuring NAP for DHCP and VPN

Configuring IP sec



® Qverview of I[P sec
12:00-13:00 Lunch

13:00-14:30 ® Configuring Connection Security Rules
® Configuring IP sec NAP Enforcement
Lab : Configuring IP sec NAP Enforcement
Monitoring and Troubleshooting IPSec
® Monitoring IP sec Activity

® Troubleshooting IP sec

14:30-17:30 Lab : Monitoring and Troubleshooting IP sec

e 3 389 Implementing and Maintaining Microsoft Windows Server 2008 Active Directory

Infrastructure
PEAZIBYAUANERT
10/05/2553 Course Details
8:30-10:30 Implementing Active Directory Domain Services

* Installing Active Directory Domain Services
* Deploying Read-Only Domain-Controllers
» Configuring AD DS Domain Controller Roles

10:30-12:00 Configuring Domain Name Service for Active Directory Domain
Services
» Overview of Active Directory Domain Services and DNS

Integration
12:00-13:00 Lunch
13:00-14:30 « Configuring Active Directory Integrated Zones

« Configuring Read-Only DNS
Configuring Active Directory Objects and Trusts

» Configuring Active Directory Objects
* Strategies for Using Groups

14:30-17:30 » Automating AD DS Object Management

» Delegating Administrative Access to AD DS Objects
» Configuring AD DS Trusts

11/05/2553 Course Details

8:30-10:30 Configuring Active Directory Sites and Replication
» Overview of Active Directory Domain Services Replication
» Overview of AD DS Sites and Replication
+ Configuring and Monitoring AD DS Replication

10:30-12:00 Creating and Configuring Group Policies
» Overview of Group Policies
+ Configuring the Scope of Group Policy Objects

12:00-13:00 Lunch



13:00-14:30

14:30-17:30

12/05/2553
8:30-10:30

10:30-12:00

12:00-13:00
13:00-14:30
14:30-17:30

13/05/2553
8:30-10:30

10:30-12:00
12:00-13:00
13:00-14:30
14:30-17:30

14/05/2553
8:30-10:30

+ Evaluating the Application of Group Policy Objects
* Managing Group Policy Objects

* Delegating Administrative Control of Group Policies
Configuring User Environments Using Group Policies
+ Configuring Group Policy Settings

» Configuring Scripts and Folder Redirection Using Group Policies
» Configuring Administrative Templates
» Deploying Software Using Group Policy

Course Details

Implementing Security Using Group Policies
 Configuring Security Policies

* Implementing Fine-Grained Password Policies

* Restricting Group Membership and Access to Software
» Managing Security Using Security Templates

Implementing an Active Directory Domain Services Monitoring Plan
» Monitoring Active Directory Domain Services Using Event Viewer
» Monitoring Active Directory Domain Servers'Using Reliability and
Performance Monitor

+ Configuring Active Directory Domain Services Auditing

Lunch

Module 9: Implementing an Active Directory
Domain Services Maintenance Plan
* Maintaining the AD DS Domain Controllers

» Backing Up Active Directory Domain Services
* Restoring Active Directory Domain Services

Course Details

Troubleshooting Active Directory, DNS, Replication and Group
Policy Issues

* Troubleshooting Active Directory Domain

Services

* Troubleshooting DNS Integration with AD DS

* Troubleshooting AD DS Replication
* Troubleshooting Group Policy Issues

Lunch

Introduction to Active Directory Lightweight Directory Services
« Active Directory Lightweight Directory Services Overview
* Implementing and Administering AD LDS

* Implementing AD LDS Replication
» Comparing AD DS and AD LDS

Course Details

Introduction to Active Directory Certificate Services

» Overview of Active Directory Certificate Services

» Understanding Active Directory Certificate Services Certificates
* Implementing Certificate Enrollment and Revocation



10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

Introduction to Active Directory Rights Management Services
* ADRMS Overview

» Understanding AD RMS

* Managing AD RMS

Lunch

Introduction to Active Directory Federation Services
* AD FS Overview

* AD FS Deployment Scenarios

» Configuring AD FS Components

Question-Answer

19N 4 (589 Planning, Administering and Designing a Windows Server 2008 Administrator

PEAZIBYAUANERT

17/05/2553
8:30-10:30

10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

18/05/2553
8:30-10:30

|
|

Course Details

Planning Windows Server 2008 Deployment
How to plan the deployment of Windows Server 2008 servers.
e Overview of Change Management
e Planning a Single-Server Installation
e Performing a Single-Server Installation
e Automating Windows Server Deployment

Lab : Planning Windows Server 2008 Deployment
e Creating a Planning Flowchart for a Windows Server 2008
Deployment
e Planning a Windows Server 2008 Deployment

Lunch
Planning Network Infrastructure for Windows Server 2008
How to plan the network infrastructure for Windows Server 2008
servers.
e Planning IPv4 Addressing
e Planning for Name Resolution Services
e Determining the Need for WINS
e Planning a Perimeter Network
e Planning an IPv4 to IPv6 Transition Strategy

Lab : Planning Network Infrastructure for Windows Server 2008
e Determining an Appropriate Network Addressing Scheme
e Planning the Placement of Network Servers
e Implementing the Planned Network Services

Course Details
Planning for Active Directory
How to plan the Active Directory environment.

e Selecting a Domain and Forest Topology
e Selecting a Domain and Forest Functional Level



10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

19/05/2553
8:30-10:30

10:30-12:00

12:00-13:00

13:00-14:30

14:30-17:30

20/05/2553
8:30-10:30

e Planning Identity and Access Services in Active Directory
e Implementing Active Directory in the Physical Network

Lab : Implementing Active Directory in the Physical Network
e Selecting a Forest Topology
e Planning Active Directory for a Branch Network
e Deploying a Branch Domain Controller

Lunch

Planning for Group Policy
How to plan for Group Policy in a Windows Server 2008 network.
e Planning Group Policy Application
e Planning Group Policy Processing
e Planning the Management of Group Policy Objects
e Planning the Management of Client Computers

Lab : Planning for Group Policy
e Creating a Group Policy Plan
e |mplementing Group Policy

Course Details

Planning Application Servers

How to plan for application servers in a Windows Server 2008
network.
e Overview of Application Servers
e Supporting Web-Based Applications
e Supporting'SQL Server Databases
e Deploying Client Applications
e Planning Terminal Services
Lab : Planning Application Servers
e Creating a Plan for Application Servers
e Implementing Windows SharePoint Services
e Implementing Terminal Services

Lunch

Planning File and Print Services

How to plan for File and Print services in your Windows Server 2008
environment.

e Planning and Deploying the File Services Role

e Managing Storage

e Planning and Implementing the Distributed File System

e Planning and Implementing Shared Printing

Lab : Planning File and Print Services
e Planning File and Print Services for a Branch Office
e Implementing File and Print Services in a Branch Office

Course Details

Planning Server and Network Security
How to plan for server and network security in a Windows Server



10:30-12:00

12:00-13:00
13:00-14:30

14:30-17:30

21/05/2553
8:30-10:30

10:30-12:00

12:00-13:00
13:00-14:30

2008 network.
e Overview of Defense-in-Depth
e Planning for Windows Firewall with Advanced Security
e Planning Protection Against Viruses and Malware
e Managing Remote Access
e Planning for Network Access Protection (NAP)

Lab : Planning Server and Network Security
e Creating a Plan for Server and Network Security
e |mplementing Windows Firewall Rules

Lunch

Planning Server Administration

How to plan for effective administration of a Windows Server 2008
network.

e Selecting the Appropriate Administration Tool
e Planning Server Core Administration

o Delegating Administration

Lab : Planning Server Administration
e Planning for Branch Office Administration

e Delegating Administration to Branch Office Personnel

Course Details

Planning and-Implementing Monitoring and Maintenance

How to plan forand implement monitoring and maintenance in a
Windows Server 2008 network.

e Planning Monitoring Tasks
e Calculating a Server Baseline
e Tools for Monitoring Server Performance

e Planning Software Updates

Planning High Availability and Disaster Recovery

How to plan for high availability and disaster recovery in a Windows
Server 2008 environment.

e (Choosing a High-Availability Solution
e Planning a Backup and Restore Strategy
Lunch
Planning High Availability and Disaster Recovery

How to plan for high availability and disaster recovery in a Windows
Server 2008 environment.

e (Choosing a High-Availability Solution



e Planning a Backup and Restore Strategy

14:30-17:30 Lab : Planning Virtualization
e Creating a Virtualization Plan

e Implementing Virtualization (Optional)
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