


;:l 
;:l 
~~ 
(p 

..... 

/) ;! 
~ 
;! 
r ·rr 

v 
LO 
LO 
N 

~; 
c: 
iiJ 

ri 
(E: 

&: 
~ ~ 
f~ 
c: 
:
ri 

ri 
a 
N 

11: "1~ 
~ 
~ 

;! ... 
(p 
r ... 

'iiJ
tl:r;; 

)~ 
?' 
tl: 
(p 
(E: 

;S 
~~ 
(p 

J: 
~ 

(E: tl: 
(E: 

~ ?' 

) 

) 

"'a 
(p 
~ 

""';::I 
GI" 
?' 
GI 
i'I 
~~ 
r 
J: 
~ 
~ 
a 
1J 
~i 
a 
(E:. 

;:l 
;:I 
,~ 

;:l 
iiJ 

~ 
?' 

&: 
r 
li> 

~ 

iiJ 
c: 

~1fI 

GI 
,(p 

(E: 
,~

"'a 
(p 
~ 

""';::I 
GI" 
?' 
GI 

~ 
c: 
~ 

!~ 
f~ 
""';::I 
;:l 
;:l 

~ 
~~ 

tl: 
~ 

"'(p 
~ 
::I 

"'): 
GI 

...~ 
~ 

m 
1fI 

ftl: 
r 

-(E: 
(p 
r 
~ 
?' 
(p 
(E: 
~ 

~ 
c: 
(E: 

&: 
li> 
~ 
~ 
~~ 
(p 

"";:J 
(p 
r ... 
~ 

~ 

ri 
op 

&: 
,;:I 
tl:

r;; 
'Ii: 
~ 
~; 
r 
;:I 
~ 
f~ 
r:
ri 
11: 
r 
~ 
~~ 
(p 

""';::I 
ri 
r 
li: 
v 
LO 
LO 
~ .... 

"1~ 
i'I 
~ 

...... 
~ 

f;S 
GI 
(p 

~ 
~ 

\J~ 
fGl 
?' 
r 
~ 
(p 
r 
~ 

'Q:1f~ 
iiJ 

~~ 

s: 
;3 
:;; 
c

·c 
~ 

"'"ri 
c6: 

t6:
;:::l 
f~ 
"";:J 
~~ 

~ 
;:::l 
r(j-o 
~ 

~~ 

"Ii: 
~ 
;! 
~ (j-o 
r 
~ 

1I;l 

~ 
(§: 

~ 
H 
~ 
0:: 
r 
C

f(j-o 
;:::l 
r 
;l 
~ 
f~ 

l§ 
r 
.~ 

a 
r 
ri 
~~ 
(p 

"";:J 
;:l 
?' 

s: 
;S
:;; 
c

·C 
~ 

"'"ri 
c6: 

t6:
;:::l 
f~ 
"";:J 
~~ 

~ 
;:::l 
r(j-o 
~ 

~~ 

S' 
~ 

"e; 
~ 
r 
;:::l 
;3 

-,,~ 

:;; 
"7 

'II;! 

~ 
r 

"110 
ri 
r 
~ 
~ 
r 
;:::l 
0 
0 
0 
0 ..... 
q 
C') 

c 
r 
ri 
l~(j-o 

"";:J 
;! 
f~ 

;S 
r 
?' 
;S 
f~ 
r 

·eE 
(p 
r 
~ 
ri 
(p 
(p 
~ rr 
f~ 

s: 
;S
:;; 
r 

·C 
~ ..... 
ri 
r 
Ii: 

1~ 
f~ 
"";:J 
H 
110::s 
;:::l 
r 
h 
~ 

~~ 

_._....'.-._ ,. _._ ..._.....-

:!,
<= 

.:= 
~ 

,.: 
c. 

! ;;j 
,~: -
~. 

~ 
1--- "._-" _._
~: 
;: 

tC." 
.;;:i 
- -

>i 
i;;i, 

~ 
;::i 

- .. 
os:; 
#'3 

i'. 

ci I~ 
. 

r 
IJ 

;£, 
d~ ;;:>..., :;:.> 
c:: ... 
;or ..,.. 

<:;::r "$
D~ 6.""
.~.~-_. --._., 

li: 
ftl: 

OJ: 
tl: 
OJ: 
iiJ 
r 
ri 
::s: 
r 
~-~~ 

~~ 

2 
r 
ri 

~ 
"7 

f!; 

Ei:
;S

,':;;
'r 
·C 
~ 

"'"ri r 
s: 

tli:
;:::l 
f~ 
"";:J 
H 
110::s 
;:::l 
r(j-o 
~ 

~~ 

"p 
~ 
a 
LO 
C") 

r 
-~ 

C 
;l 
~ 

";S
-ri ..... 
;l 
r 
ri 
:;; 
~ 
~ 
ri 
r6: 
"7 
~ 

"6: 
~ 
e;~ 

'fll=1 
~ 

f'e';... 
fl10 
lri 
l~ 
~ 

;::: 
~ 
F 

r 
110 
S 
"7 

f!; 

Ei:'

gii
r',: 

a·c·· 
~;., 

,,~ 

ri 
r 
Ii: 

tli:
;:::l 
f~ 
"";:J 
~~ 

~ 
;:::l 
r(j-o 
~ 

~~ 
~..-c. 

/ 

"7 

~ 
-~~ 

'=t 
N 
;:::l 
;:::l 
~~ (j-o 
;3 
r 
"7 

"p
.-"(j-o 
r 
C 

tl: 
OJ: 
;! 
f~ 
~~ 
(p 

""';::I 
ri 
r 
IE 
eE 

fIE 
(p 
r 
~ 

.........., 

s: 
;S
:;; 
r· 
.~ 

~ 

"'"ri r 
Ii: 

tli:
;:::l 
f~ 
"";:J 
~~ 

~ 
;:::l 
r 
h 
~ 

~~ 

;l 
r 
ri 
:;; 
~ 
C 
ri 
r6: 
"7 
(iJ

"6: 
C 
~ 

-l~
(j-o 
r 
C 

t6:
;:::l 

fO 
"";:J 

;:::l 
;:::l 
H(j-o 

s: 
;S

.:;; 
s; c
.~ 

'''¢1 

"'" ri 
r 
Ii: 

!~ 
f~ 
"";:J 
H 

~ 
;:::l 
c
eM> 
~ 

)~ 

;:::l 
;:::l 
H(j-o 
"7 
~ 

,~ 

~ 
;::: 
~ 
F 
;! 
r 

"S: 
~ c
:;; 
~ 

t;J... 
!C::s

(j-o 
c-
C 

f(j-o 
;:J
(j-o 
r 
C 

l~ 
"(5;..... 

H 
a 
1J 
~i 
a 
(E:. 

eE 
;:I 

'GI
~ 

~~ 

tl: 
iiJ 

&: 

ail 
(l:: 

~ 
'E 

$=.. 
iI 
c:
'p 

GI 
'flo

IE:.. 
'i! 

flo 
I:::: 

"';J 
GI" 
flo 
c:
I:::: 

!~ 
(1;1 
"';J 
;::l 
;::l 
~~ 
flo 
II 
(l::
::s 

'flo e::s 
~ 
(iI 

"I; 
~ 
~ 
p 

((l:: 
c:

-IE: 
flo 
c:
I:::: 
'7 
flo 
IE: 
.~ .. ' 

~; 
r 
iiJ 
~ 
f~ 
r
:
ri 
11: 
~ 
~ 

;!... 
(p 
r 

Cll 
u 
<:: 
~ 

~ 
0 
0 ..... 
0 

i:' 

....: eO cri cri 
N 
cri 

a ..... 
Cll 
E 
~ 
19 
CJ) 



• • 

• • 

"-' u ...) 
.~... ~ .1 .. 
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.'~.  '. L>""..--, s L'iln1l1'iU'i:::m j;}~  fl1=f'ilLfI'i-:ln1'ifhR'!!i'VI~"ll'il-WLL'1iLl.iil:::'i:::1J1JUDUiin1'i"Jl'il..:J'ilUfl'iNLfll'il'!i1!1L 'VI fit'ULflii1l1'i1l'UL'VI Pl~~11'V1!11iEJ -.i1'U'1'U 1 'i:::1J1J~ ~ .'Fr.- " . ~
 

II 4._ _ G _ ~ CIII .. I _.., "" ifi'. ... IV CIII
d\<1 ,', 'idiOTV of (;'ABlr

_1\,:' .. f1'1EJ'1fin1'i'VI1..:J'ilLiiln'VI'i'il'Unll Lfl'!!'VI 7 /2554 j;}1~lJ'i:::n1PlJJ~1'1'V1EJ1fl!lL'VIfiL'ULfl!l~"ll~·..:Jflfl\1'i:::'UfI'i fl..:J'1'U'VI 20 ~n~fI~  2554 

~'iI~EJn1'ifl'i.nN'ti'. 
~ , '"' ~ "" ••\.. • I'"' "
Lfl 'i..:J n1'ifl1iil'!!l"'VIfi"ll'ilnLL'1'iLl.fl:::'i:::1J1JlJ £)1J PI ms 

11!Jfl::L~!J(;l u1~nflu~,)!J 

1. lufuu,-:I~1Jnmrilfl-:lnu'bffl~1n"l(;lVl~1!J~iL~nVl1fliln~ (MFEEmail Gateway S120) Il11Nl111'-1;]fln1V1U(;l 

" .2. ufutU1~uu1J{j~m1~unmrilfl-:lnU1~UU Lfli1fl,J1tJ (lSG-1000) lJ\Nl111~'UflmVlU(;l 

" .3. ufutU1~1JUu{j~n11flUn1nrilfl-:lnU1~UULf'l1fl,]1!J  (SSG-550) l11Nl111'-1~flmVlUl11 

" .4. U1Nfn'lt1'P1UnmrLnULVllJ\n11Clh~uULri1fl,J1!J (L3000) l11N1111~'!Jfln1V1Ul11• '"I • 

. " '0

5. 'Il'flvlj;)LL')f1.'-Itf'lT'll'flyhl~1V1fu~mu~mt1  1U lJ\Nl111~~flmVlU(;l  

IV I CIII ... IV I 't- I
f1nliiln'l:tnl:::"tI'iI..:JU.Pliil:::'i:::1J1JJJ~EJiil:::L'iI!lflfI..:JFI'iI  lJU. 
ufu1J,-:I'fl1Jmnril'fl-:lriu'bffl~1n~111V1~1!JtiL~mWflilm{ (MFE Email Gateway
 

"
 
S120) ~1U,)U  1 'Il111 i111tJfl~Lfi!J111~-:lil 

" .
l11NlJ\1'-1~fln1V1U(;lUfuuNfl1Jmnrfn'lt1fll,)1'-1Ufl'fl111.ti!J~1V1fu Email Gateway LLUU Appliance ~  

nLLUUL'tlYl1::~1V1fUl11V1'U1~ilfl-:lnU Spam, Image-Spam, Phishing, Zombie 

... .1-- .•r:. - - :;['l"'" ~'l • .!'t.1 
~1~UUlJ!JUlJ\m1L'tlYl1~V1~m1  Hardening LYltl V1'-1f'l')1~lJflfll11J1tJ Um1V11-:11ULuU
 

Email Gateway
 

" .i1U1::~V1fiJ11Yl1'Wm1lJ\1')~4'UflLLU~'t~·bJufltJn'11 35,000 Messages/Hour l11NlJ11'-1~tlmVlUl11 

1:::uul1f'fl-:lillicense LYJ'flm1lJJ1,)"~UtlL~i Spam, Virus LLfl::Yi1 Image Analysis 1~ l'1Nl/11~ii'tlli1V1Ul'l  

~'bJu'fl!Jn':h  100 users 

V1U-:l~fl LLl'1-:1 ~-:I LLfl::fu1fl-:l tJ~lJ\.tiNey] 

V1U-:l~fl LLl'1-:1i-:l LLfl~fu1fl-:l tJ~lJ\.tiNey] 

V1U-:I~fl LLl'1-:1 ~-:I LLfl:::fu1fl-:l tJ~lJ\.tiNey]
 

V1u-:la~u~-:I~-:lu~~fu.~-:I~~~nnJ~
 

Statement of Compliance UU15/12 
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..., &llt.Q ... CI CIIt, ff ~ _I &llt..., Ci' Ci'	 ICIlI .., • 

lPl'1!l'1fln1'i'VI1.:1'ilLftn'VI'i'il'Unft Lft"ll'VI 7 /2554 "1~"U'i~n1fII~"'1'1'V1mft!JL'VI fI L'ULft!l'i1"J1~-3f1ft~'i~Ufl'i ft-3'1'U'VI 20 ~n'i1f1~ 2554 

~11-l1~(l'Vh:nl.lLLUU Domain Key t~£J Stamp ~~nu  Email .VlnUUUL~.il~::1..J~1~L2-J6 .. . 
(i\Nm1-l'll'iln1~U~ 	 ~,r~~'il LL(;)~  (?]~ us::fu~'il~ \:J ~ VlJlnl'l'1 

1~~1un1~~~~1n~::uu~~n~1~~~L~'ilU1~~n~'il~~12-J~~~1'~~fuL~fu~112-J~Ul~
 

~1L~fu Email ~1n~~~~LLYf~1~  L~'il,j'fl~nu~'fl~ Email Faking
 
" .. .

1.6	 i:h::uU~11Jf'pJLLfl::,j'fl~nU;r'il';jflf1L~fl  (Data Loss Prevention) tL'l£J~11-l1~Cl  IJ1NVl12-J'lI'iln1~UL'l  ~u~ ~'il  LL(;)~  ~~ LLfl ::fu ~'il~  \:J~  Vlnnl'l'1 

ri1~UL'ln1~il'il~nu;r'il';jflVl11-l~'ilUL'lI'lI'il~;r'ilri1~UL'lt'l1nflIJh~1  L'IlU PCI, SOX, 

HIPAA, GLBA LUU~U  111-l~~~12-J1~Clri1~UL'lL1'ilUL'lIlU~mjnl::'lI'il~n1~l~J1~un  

'lI'il~;rt1~111-l~1~1  (Weighted Dictionary) [;l11-l~111-l~'il~n1~L~ 

1.7	 t'l12-J1~m;h~~t'l~L1-lfl1L'l£JleDllJ1tlJ1~'ilfl  TLS,S/MIME LLfl:: OpenPGP L~'LtlU'ilU1~U'il£J  IlJINlJI11-l;r'ilri1~UL'l ~u~ ~'il  LL(;)~  (?]~  LLfl::fm'il~ \:J~ lJInnl'l'1 

1.8	 f'lnl~2-Jllii~1Un1~,j'il~nULLfl::IJ1~1~~Un111..Jn~n  (In~,  \.\"
 
.. .


1.8.1	 Denial-of-Service (DoS) lJINlJI12-J'lI'iln1~UL'l  ~u~ ~'il  LL(;)~  1Ji~  LLfl::fu ~'il~  \:JftVlnnl'l'1 

.; D

1.8.2	 Directory Harvest Attack (DHA) IJ1NlJI11-l'll'ilnTVIU® ~U~~'il LL(;)~ 1Ji~ LLfl::fu 1'il~ \:Jft Vlnnl'l'1 

1.8.3	 Buffer Overflow lJI1..:/lJI11-l'll'iln1~UL'l ~U~~'il LL(;)..:/ vt~ LLfl::fu~'il~ \:Jft Vlnnl'l'1~	 I I \~,'"  . '. ~'~£3'1  /! I 
" 0

I _ ~ ( _-- - "0 
authorized access IJ1NIJ113J'lI'iln1~UL'l  ~U~~'il  LL(;)-3IJi~ LLfl::fm'il-3 \:Jft lJIJlnl'l'1 

-~ ~  ._._~  

.1-lf'lnlt'l2-J1J~~1Un1~lJI~1~~U Spam, Image Spam~~~
 
n 1~1J1 ~1~91Jt'l LLU1-l ~'il~~'il~ fun1~1J1~1~~1J ~1£J';)fi r;i'~ (;)'il1udLtlU'il~ 1~
 

.. . 
Reverse DNS lookup	 lJINlJI11-l'll'iln1~UL'l wl1~ ~'il  LL(;)~  1Ji~  LLfl::fu ~'il~ \:Jft lJInnlovl 

.. . 
Behavior analysis	 (i\1-3lJ11'-J'lI'iln'1~UL'l ~U-3~'ilLL(;)~r;i'-3LLfl::fu~'il..:/\:J~lJInnl" 

lJINIJ111-lif'iln1~'I..lPl ~,r~~'flLLtJI~  ~~ LLft::11J',j''fl~~ii(;].nruoy) 

... 
Filtering and Decoding	 lJINlJI1'-J'lI'iln1~UL'l \-"r-.l~'il "lii-.ll'l-.l LL~::fu1fl-.l tlfl (i\JlOJ') 

Statement of Compliance	 uU16112 
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~1'i'1~L lJ'i!J1.JL'VI!J1.J flNfin~N::L~"'"::"tI'il~'il nsrus L'ilnft1'itl'i::n'1~'i'1 fl1:f'ilLfI'i~m'ifhi"tli'VIt'tl'iloWU'1iUfi::'i::1.J1.JtID~  01'i"l1'il~'i:l  tI n'iNLfll'il;U,!iL'VI flL1JLfiiift1'iftuL'VI flI~\n1'V1 !J1fl!J r,hu'1U 1 'i::1.J1.J 

'" -- .. fiiI .. tI .ca..., «;'.c;''' .., •fI"
"'1m6m'i'VI1~'ilLfin'VI'i'ilUnft  Lfi"tl'VI 7 /2554 1JI1~  fi-1'1U'VI 20 ~n'i'1f1~  2554'i::mfll~'\II1'1'V1!J1fi!JL'VIflL'ULfi!J'i1"ll~~flfi"''i::UfI'i

1.9'\5 

1.9.1.6 

1.9.1.7 

1.9.1.8 

1.9.1.9 

1.9.1.10 

1.9.2 

1.9.3 

1.9.4 

1.9.4.1 

1.9.4.2 
\----

1.9.4.3 ~ 

.. .
Bayesian Filtering lJ1N1J11~1I'Eln1'I.n.J,~  

" .Body hash LL~::; Fuzzy hash lJ1N1J11~1I'Elm~U~  

" .Whitelist LL~::; Blacklist (;1NIJ11~1I'flm~U~  

" .Email Header Analysis j;)N1J11~1I'flm~U~  

" .Sender 10 (SID) lJ1N lJ11~lItlm~u~ 

'II 0 

Anomaly Detection Engine (ADE) IJ1N1J11~1I'flm\-lU~ 

" ..~1~11Cl(;11'1.,~tJ  Spam ~~1ntJ~L~~1~~-:J1I1L.;r1LL~::;1I1'El'ilnYi1'El~nU lJ1NIJ11~lI'flm~u~· 

ClI .... 0.... .... 1&11 od " " 
1 " .

~3"U1l'fl~~~1~ruIJ11'l""ULL\-lMV1~"11'fl-:J Sparnmer, ~31U1I'fl~~~1Um1 IJ1N1J11~1I'flm~U~  
LLYi1m::;.,1fJ1I'El..:l Zombie LL~:;ij31U.;r'fl~~1un1'11J11'l"~U  Phishing ~~fJ~Un1nr  

fl1~11ClLon fi1U.;r'El~~L\-l~1i11um1(;11'l"~'fluti L~~1~ LLUU Real-time... .. 
IL~'il(;11'l'"lYiU~LLU~~1~11m~'fln~~m1nu~L~~1~flth-:lU'ElfJvl-:lIJi'fl1u\l  

L~~.;r'ilf1'l1~~ Subject lI'il-:ltiL~~ri'ElU"::;~-:llJifl'lUU-:I~fu (users) 

". . 
NIJ11~1I'Elm~u®L~~  Fi~d  ~-:l1u  Header-';'El-:ltiL~~ri'flU.,::;ri-:lIJi'fl'luU-:I~f~(u~~;  

... .. \ "0
~U'ilL~~ \11J1~j;)1~lItlm\-lU~  

nnmtJtiL3-J~  (Quarantine) IM4j;)i~;rtlri'l\-lU~ 

" 
~..:lIJi'fltiL~~ (Forward) 'lUU..:l~~L~m;r'El..:l  

" .LL~..:lL~'ilU (Notify) Vl1..:ltiL~~1UU-:le!(;1LL~1::;tJtJ NIJ11~lIflm\-lU~.... 
" .ijf1ru~~~1um1v'h  Email Connection Control L~~f1'l~I'l~ili~'1~  IJ1Nm~1Iflm\-lU~. . 

connection ,,"nLLi!I~..:l~ih.. ..b':;-W;n"1~..:l~mJ;.JL;.J6Lif";.J"·b.J,7:;1J1J·b.I1J7;.J"r;u~..:l~l'llJm~

'l.nr-:l~'ElLLIJi-:lvl-:lLL~::;fu1'El-:l~~j;111rueyJ 

'\.nr-:l~'ElLLIJi-:lrK-:lLL~::;ftJ1'El-:l~~lJ1nrueyJ  

'wl!-:I~'flLLIJi-:llJi-:lLL~::;ftJ1'El-:l~~lJ1nrueyJ  

wl!-:I~'flLLIJi-:lvl-:lLL~::;ftJ1'El-:l~~lJ1nrueyJ 

~U-:l~'flLLIJi-:lvl-:lLL~::;ftJ1'El-:l~~lJ1nrueyJ  

~U-:I~'flLLIJi-:lll1..:lLL~::;ftJ1'El..:l~~lJ1nrueyJ  

~U..:l~'ElLLIJi..:lvl-:lLL~::;fu1'fl-:l~~lJ1nrueyJ 

\-lU-:I~tlulJi-:l~-:lU~~fu1fl-:l~~lJ1nru~ 

\-lU-:I~'ElLLlJ1..:l~-:lLL~::;fu1fl-:l~~(;1nrueyJ 

\-lU..:l~tlLLIJi..:l~-:lLL~::;fu1fl-:l~~lJ1nru~ 

WU..:l~'ElLLIJi-:l~..:lu~::;fu1fl..:l~~lJ1nru~ 

wl!-:J~flLLj;J-:J~-:lLL~::;fU1'El-:l~~(;1nru~  

\-lU-:I~flLLIJi-:l~-:lLL~::;ftJ1'El-:l~~lJ1nru~ 

"'U-:I~flLLIJi-:l vl-:l LL~::;fu 1'El-:l ~~(;1nrueyJ 

\-lU-:I~'il LLIJi..:l vl-:l LL~::;ftJ 1'El-:l ~~j;Jnru~ 

Statement of Compliance WU17/12 
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... _.. ... ~  ~." I _...."4i' ~  ....� ..., ."Q� .. 

f1'J!J'J6n1'i'VI1~'il  L~n'VI'i'il'Unfi L~'!I'VI 	 ~  'U~~!J'i1'1l~~fI~'W'l::'UfI'i~~,)'U'VI  20 ~n'i1f1~  25547 /2554 l;l1~1J'iZn1Pl~\41,)'VI!l1~!IL'VIfi

1.9.6� ijf')ru~),Jllii'l'Wm1f;l1'l"l~U  Email Traffic ~ijin~n.dj~1Jn~ (Email Anomaly 

Detection) L(;\Um1~(;\(;]1),J  (monitor) ~~-:l, ~1'W'l'W  Email ~~-:l,  1vM Attachment.. 
LL~:; ri1V11-:l~n;;~'W1 ~ij~tl;;m1),JiX'5"~-:l~UL~U~1m'1tlfiuLfiu Email L~~1;iHu'W 

~'l'51Jn'1nrL~'5U1~1(;]'1'l"l~'5u'lun1U~~-:l, 

1.9.7� ~1),J1'1rJm'1f;l'1'l"l~U~LL1J~1~LLUU'f1f;lLWr~L~U'W~1Lt1'Wl"tl-:l1JfuLL~-:l  Spam Engine 

u'W(;j'l~1Jmnr bL~:;'1'tl-:lfu'l'Wmru.~ql-li'11l'fl-:lm'11JfuLL[;J-:lri1  Spam Engine Ltl-:lLLUU 

Manual 

1.9.8� ijl"1ru~),Ju'1i'l'Wm'1~~1Jnum11Jtl-:l~L~~~Lli1J'fltJ'l'W  Quarantine 1Jtl-:len-li'LL~~:;fl'W  

~  '"� "U "U 

t~u~"~L),J~~\1J11J'l,xertif(;]1),JL'l~1~ii1~'W(;\ L-n'W YJn14 -B''lUN ~1tlYJnr)'W 1~~u'W 

iXtl,,'lif Software LL~:: Hardward L~),JL~~L~tl'lt\'enif~1~1'1C1'l.Jn.1'1r.r~mffiL),J£f~C1n  . ..� .. 
Lnu11l'W Quarantine 1Jtl-:l(;j'lLtl,,1~  

1.9.9� f')ru~),Jlliin1'1~t1J11£Jm'11J'5-:l~L~~v1LfiUtl~'l'W Quarantine 1Jtl,,~.j{~1~1'1n  

ri1~'W(;\'It\'Ltl (;\n11'lif""'WL'il~":;enif1J1-:l fl'W ~1tl1J1"n~),J 1~..� , 

... ~ru~),Jmi'l'Wn111;1'1'l"l~U Image Spam 1~
 

~1),J1'1mL~ ~"ri1 fl:;LL'W'W (Score) ~1~fu(;]'1'l"l~U~LL1J~'l'WLL[;}~:;flMtl1~),JVI'loiil.'Wm'1
 

1;I'1'l"l~tlU1J'El"~L),J~LL[;J~:;'ilUm.h'WV11" GUI1~
 

~1),J11rJlJ1'1'l"l~'l.J1l1~~'Wm),J1:; L-n'W 1l1~m (Pornographic image, Sexually� 

offensive images) ~tl~'l'W~L),J~ ~1tltl~'l'W1vMLL'WmJtl-:l~L),J~1~ 
 

Fl,ru~),Ju"ii ~1'Wn 1'11;1 '1'l"l~U 1'l f~ 

" .
(;]N(;]1),J1Jtlm~'W~  

" .
(;]N(;]1),J1Jtlm~'W~  

" .
IJlNIJl1),J1Jtln1~'W~ 

..,: 0: _. 

IJlNIJl1),J1Jtln1~'W~  

IIJlNm),J;rtlii1~'W~
 

IlJI'1" lJI1~;rtln1~'W~
 

" .
IJlNm),J1Jtln1~'W~ 

~tl,,~'tl LL[;J" (;j" LL~:;fu'1'tl"e.lfl f;lnru'Yf 

~tl,,~tl LL~" (;j" LL~:; fu '1tl" e.l~(;]nru-n 

~u"  ~tl  LL[;}"~-:l  LL~:;f1J'1tl"e.l~  IJlnru'Yf 

~U"~tl LLtll"~"  LL~:;fU'1tl-:l  e.lfllJlnru-n 

\ l~tl"~tlLL[;}-:lI1Y-:lLL~d'J'1tl" e.l~f;lnru'Yf  

J1~tl"~tlLLr;i"~,,  LL~:;fu'1'tl" eJ~l;Inru-n  

f 
" 

~tl,,~tl LLtll"~" LL~:;fu '1tl"e.l~  IJlnru-n 
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_I'!!!....... tI "� 

~l~~ LlJ'i!l'UL'VI!I'UflCUft m~CUtL~'W1t,.'il~~ n'iCU

5 L'iln ft1'itl'itm ~~ fl1oI'iltfl'i~  n1'ifhfi,. ft'VI~'lf'il~ LL');:LLftt'i:::U'Utiii~n1'i"11'il~'iltln'iNLfI~il,hllL'VI fit'Utftiifl1'ifl'UL'VI Pl~V1l ':i'VI!ll fill ~1'U,)'U  1 seuu 

II.:::IIl.'- ~"  .If.ali tI 4..., 4i'''i''- "aI 
~,)El,)fin1'i'VI1~'ilLftn'VI'i'il'Unft  Lft,.'VI 7 /2554 &;!1JJ 'itn1Pl~V11,)'VI!l1ft!lL 'VIfiL'ULft!l'i1'1UJ~f1ft'W'i:::'UfI'i ft~')'U'VI  20 ~n'i1f1~ 2554 

1.10.1 

1.10.2 

1.10.3 

1.10.4 

1.10.4.1 

1.10.4.2 

1.10.4.3 

1.10.4.4 

1.10.4.5 

~I j 

;jf')ru~~u"iiL'l.lmn;l Virus Outbreak Defender Ltl'fli1'fl-3rl'l.l'fl-3f'1m'"'llnm1LLYii, j;1Nj;11~;rtlfi1"vl'l.l~  

r::U1~~'fl-3'1,'l1~L"vl"h ~U-3'W;j  signature L'l.ln11m'l"'l4'u t~t1~1n11nULnU~L~~LLUU  

Dynamic (Dynamic Quarantine) t~t1~L~~~'fl-3~~~t1~1"'l::;j'b1£1l11JLLUUL"vl"j"'l::tJn 

rlULnu'1,1l'l.ll;hQ1Jm'ru1~t1tij;1tum;'"l'l.ln~1"'l::;j  Signature ~1"vl1t!j;11'l"'l4'U'1,'l1£1lL"vl~hd  

", 0~1~11rlIJl1'l"'l4'u'1,')1~~~lnU~L~fl1~~~1I1L;r1LLfl::1I1'fl'flnYi1tl~n'l.l lJlNlJll~lI'fln1m.l~ 

11tl-31Un111-if-31ur::UUlJl1'l"'l£lltlu'1,'l1£'l (Anti-Virus Engine) '1,mln 1 1::UU'1,~'l.l'flUlf')j;1  IlJlNm~;r'flnl"vl'l.l~ 

L~'rlL~~1'1'l1~~1~11rlL'l.ln11lJl1'l"'l4'U~L~fl·'b1~ 

IL~'flj;11'l"'l'r'lU'1,'l1~  ~1~11m~'fln4'~n11rlU~L~fl1~'fl,.h~U'fltlr;i-3lJ1'fl'1,1JU 

Clean virus 

cl .. 
flU'flL'-Jfl 

nmnutiL).J~ (Quarantine) 

1~-3~'fl~L~i (Forward) 11JU-3~~L~tI'l;r'il~  

., .. cl !'I. I '" .,ILL'"l-3LlJl'flU (Notify) 'Vll-3'flL'-Jfl LlJm~~LLfl1::UU 

l/l .1rl'Vl1m1~1'l'l.l1"vlfl~ Signature '1,r1it~t1tij;1  tU'-J"i;� 

ru£'l~mi~1Un111'1'lUf')~in~ru::1I'fl-3~L~~~fu~-3 
, 

~1'-J1Trl~ln~'llil~1I'f1-3'1,y.j~~£'l1'-J11rlfu~~ (File Type), ~ln~lI'l.ll~lItl.:J~L'-J~ (Limit 
"I' , 
Email Size).r;in4.u;r.rl1.1.l1.-JV\.1...jL"vl.-Jl::~.-J"vl1.fl.W£Il.flM~.fl-3rlU.l.lttlU1t111.fl-3tl~f.1nlYl 

~~~1utiL).Jft~"ltlm1~4'u1;r~~1I1Lii1LLfl:;1I1'f1'f1n~1'fl).Jnu  

j;1NlJll~if'flnl"vl'l.l~ 

'" 0j;1Nj;1l'-JlItln1"vlU~  

,"", 0 • 

j;1Nj;1l'-JlI'flrl1"vlU~ 

., 0 

IJINj;1l'-JlI'fln1"vlU~ 

., 0 

j;11-3j;1l'-J1I'fln1"vl'l.l~  

".. 0 

j;1Nj;11'-J1I.'fIn1"vl'l.l~  

., 0 

IJlNm~lI'f1n1"vl'l.lr;) 

WU-3 ~tl LL~-3 j;}-3ue ::1U1tl-3 ~~ j;1.nruovl 

"vlU-3~'fl  LLr;1'l j;}-3 us ::1U1tl-3 ~~lJl.nruovl 

"vlU-3 ~'fl LL~-3 j;}-3 LLfl ::1U1'fl~ ~~ j;1.nruovl 

"vlU-3~'fI LL~-3IJi-3 LLfl::fU1'f1-3 ~~ lJlliruovl 

"vlU-3~'fl LL~-3IJi-3 LLfl::fU1'fl-3~~IP1.nruovl 

"vlU-3~'flLL~.:J~~LLfl::fU1'f1-3~~IJl.nruovl 

"vlU~ ~'fl LLc;i-3 j;}-3 us ::fu1'fl-3 ~~ j;1.nruovi" 

"vlU-3 ~'fl LL~-3lJ1-3 LLfl ::fU1tl~ ~~ j;1.nruovi" 

"vlU-.1~tl LLlJ1-3 ~-3 LLfl ::fu1'fl~ ~~ 1Jl.nruovi" 

"vlU~~'fl LL~-3lJ1.:J  us ::1U1'fl~  ~ ~ j;1.nruovi" 
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(;\1'i1.:1LlJ'i'!I1.JL'VI!l1.J"iNftm:tNZL';l"1Z"'£W;~lJn'i'N

5 L'ilnill1'i'tl'i'Zn,;)~'i1fl1:f'iltfl'i'.:In1'i'fh~'Ui'VI~"Jl'il~u ';)4Uft::'i'z'U1.Jtlii,jin1"i11'i1.:1~tl n'i'cULFl1-il,j1!1L'VIflt utftiii'l1'i'i'l'UL'VI'UJ,"1~'VI!l1i!l ~1'U'1'U 1 'i'Z'Ut! 

... "'<CII oCIrt. GS ... fI <lI:li _ I _...., ~  iii' ... _ .... d 
(;\';)!I';)5n1'i''VI1.:1'i1Lftn'VI'i''ilUnill Lft,.'VI 7 /2554 "1~lJ'i'::n1f11~,"1,;)'VI!I1ft!lL'VIA LULft!l'i1'!l~NAft"'i::'Ufl'1 ft.:l'1'U'VI 20 ~n'i1fl~ 2554 

i,. 

\... 
.. .

1'El~fum11ojf~1U1'.l~nU LDAP LL~::: Active Directory LVi'El(;)1'.l"l~'ElU~L~fl~1U'..hii (;)N(;)1~'Jl'Eln1~U~	 ~U~~'ElLLI1i~~~LL~:::fm'fl'leJ~(;)nruavl 

'El~"l~~~1'fl't:J  LL~:::~1~11C1'W1  Group vm LDAP LL~::: Active Directory ~1L.f1.um1  

~11~  Policy LUn11(;)1'.l"l4'U 

..- II _ .... 

1.12� ~ru~~U(;)lPITI..m11uffi11"llPlm1 

.. . 
1.12.1� 11'fl~nJn11~~ Syslog 't1l!T~1:::UU  Syslog Server ~1'El1:::UU Centralized Log (;)N1JI1~'Jl'Elm~UlP1  ~U~~'ElLLI1i~~~LL~:::fU1'El~eJ~(;)1iruavl  

Management LL~:::~1~1n1~~  E-mail LLr.\'~L~'ElU't~ 

.. . 
1.12.2� 1~1~11nu~~114'lP1m1'f)llmnr~.hu WEB based Management (HTIPS) LL~:::  lJ1N(;)1~'Jl'Elm~UlP1 ~U~~'ElLLI1i~~~LL~:::fu1'El~eJ~(;)1iruavl 

Command Line (Console, SSH) 't~ 

1.12.3� lii1:::UU Dashboard ~LL~lPI~;r'El~~LLUU  Real-time LlP1tJ~1~11mL~lP1~ill~1ru~LLll~  tJlNtJl1~;;'Eln1~UlP1 ~U~~'ElLLl9I~~~LL~:::fm'El~eJ~lJ1nruavl.. 
L~~, m3-J1ru't'.lf~L3-J~.  ill~1ru~L~~t,]nLliu (Quarantine), m~1rum1L;{  CPU,� 

Memory, Disk LL~:::~nTW:::'Jl'El~  Service 't1~\t1U'El~1~U'EltJ 
 

1.12.4� lii1:::UU~11~11tJ~1U (Report) UU~'.l'f)llmnrL'El~ LL~:::~13-J1Hlfl11~ntJ~1ULLUU  " 

'il(;)Lu~'Yjn1u	 LLfl:::~1~11C1~~'t1l!T~~~LL~1:::UU't~  LlPItJ~1~11mLfllP1~11tJ~1U't~
 
~l9Iillln1~LijU'El~1~U'EltJ
.4 \ I ( j I (� ~"V  }'~ j I '"� 

II 0' ,� :i� ,>1-4(, 
lJINI'11~'Jl'Bm~U ~U-3~'ElLLI1i~  1i1~  LL~:::fU1'El~eJ~(;)1iruavl  

ill~1ru~L3-Jfl'Jl1L;r1LL~:::ill~1ru~L~fl'Jl1'El'Eln ~U~~'ElLL~~ lJ1-3 LL~:::fm'El-3eJ~ (;)nruavl 

.. . 
Top Spam Sender, Top Spam Receiver LL~:::  Top Virus Signature (;)N[J11~'Jl'Elm~ulP1	 ~U-3~'ElLLr;i~~-3LL~:::fU1'El-3eJ~lJInruavl 

.. .
LlP1tJ~1~1TmLfllPl~;r'B~~LLum1tJ1u.  11tJ~lllPl1~. 11m~'BU  LL~:::11tJm~  PlNPl1~'Jl'Eln1~UlPl ~U-3~'El LL~'1lJ1-3 LL~:::fu 1'El-3 eJ ~ 'Inruavl 

~1~11C11'l1'.l "l~'flU ~ m'l.l:::'1JfN~  L3-J ri"11iim1ri-:ltltl n"l1n ~1~1J mnrLL~1  'I-l1fltJn tinuilJ lJ1NIn1~;rtlri1'1-l"l.l1'l 'I-lU~~'f)LL~>l~~LLfl::;flJ1'f)~f.I~lJ1.nn..l"Y1 
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... ...a 4:11. CiI oCIt.".aa .. I CIt...... ~  iii' .. ..... .c.I 
f1,)!I,)fm1'i'VI1~'ilLiln'VI'i'il'Unft Lil'1l'VI 7 /2554 f11~1J'i::n1fl~,"1,)'VI!I1il!lL'VIA~'U~il!l'i1"ll~NAilY4'i::'UA'i  il~,)'U'VI 20 ~n'i1A~  2554 

,:::II .", .'.' 

iJ'"lrut'l~'lJ1i1Um'i''Vi1,.n!1~Lijou.Webmail Protection L-DU Microsoft Outlook Web� 

Access, iNotes 1~
 

., 0

1.14� 'i':;'lJ'lJ~\l1Lt'lU'fl"'l:;~'fl\l'fl~1U'i':;I?1'lJ Quadrant Leader 1u Secure E-Mail Gateways (;\N~1~'lI'fln1"'U~  WU\lfl'fl LLvl'lI?1'l LL~::f'lJ 'i''fl\lc.l~  lJl.nru-n 

Gartner 11 2010 Luumh\lu'fltJ 

1.15� liLt'lU'fl'i'1 f'l11X'fl\l1~f'lJn 1ml?1\lI?1\l'fl th'l LUU'Yl1\l n1'i''''l1n'lJm'VIlitJ~ lJl'flUnn-U"'1'fl fu'Vl'i'1'lJLL~:;U5Uii!J11~;r'Elrh",ul1I  WU'l~'flLL(;]'l~\lLL~::f'lJ'i''fl\lc.l~IJl.nru-n
'II� 'II , 

Lr.\'1"l1'fl'l c.l~f;\.nru'I'J1111tJ IJ1N L'Yh,ru� 

2 UfutU'i'::'lJ'lJu5Uiim'i'flunmlil'fl\lnu'i'::'lJ'lJLf'l1'fl1htJ (ISG-1000) ~1U'JU 1 111)� 
., 0 

2.1� Upgrade Firmware flunml Fire Wall ~1U'JU 1 Wu''JtJ (ISG-1000) I11NIJl1~'lI'flm"'UI1) "'U'lfl'fl LLI?1'lI?1..:J LL~:;f'lJT'fl..:J c.l~IJl.nru-n 

... 0 

2.2� ~Lt'lU'fl11f'l11X'fl..:J1~fum'i'f'lJ'i''fl..:J'''l1n'lJm'VI~c.l~1111~LUU~~1LilumTufuul..:J IJlNI111~"lI'fln1'I"Ul1l  ",,r..:J~'fl  LL(;]..:J en\! LL~::f'lJ T'fl..:J c.l~ j;].nru-n 

Firmware 1~~"'1'i'VImfttJ Ll1ItJ~Lt'lU'fl'i'1f'l1~'fl..:J\l1L'flnt'l1'i'f'lJ1'fl'l"'l1n~e.I~f;\~1~u1~ 

f'lru:;m'i'~mTYi"'l1'i'ru11ut)u~u'll'fl..:J 

3 IUf'lJtU'i'::'lJ'lJU5'lJ1im'i'flumruil'fl..:Jnu'i'::'lJ'lJLf'l1'fl1htJ (SSG-550) ~1U'JU 2 1111 

... 0 

3.1� IUpgrade Firmware flumru Fire Wall ~1U'JU 1 WL.htJ (SSG-550) I11N!J11~"lI'ilm"'UI1I  ",,r..:Jfl'fl LLI1i..:J~..:J LL~::fuTtN c.l~ l11.nru-n 

3.2 :C'fl'i'1f'l1~'fl..:J 1M'lJm'i'f'lJ1'fl..:J"'l1n'lJmlic.l~1111~ LUW~~1 Lilumruf'lJUN fu'VIT1'lJLLfl::u5mi1111� ",,r..:Jfl'flLLI1i..:J ~..:JLLfl::f'lJ1'fl..:J c.l~ j;].nru'Yi'¥� ~">. .F· mware 1~~"'1'i'VImfttJ  LI1I~~Lt'lU'fl'i'1f'l1'111X'fl..:J\l1L'flnt'l~'i'fu'i''fl..:J'''l1n~c.l~~~1~U1~  

:J if'lru::m1~mTYi"'l1'i'ru11ut)u~u"lI'fl..:J  

I 

dm[[IIIII.•� 1t\lfm~t1'flUmruLn'lJL",~m'i'ru'i'::'lJ'lJLf'l1'fl1htJ (L3000) r.l1U'JU 1 1~0 

h� ; • 

1111'J"'lL;]f'lflumru Logger ~1U'JU  1 ",,,htJ (L3000) I f;\NI111~;r'fHi1WU.11I  -",,r'l~'fl  LL(;]..:J en..:J LLfl::f'lJ1'fl..:J c.l~(;].nru-n 

-.llhJ1'lJ Configure File 1~1'lJ  Log "'fl..:J'ql1mnI Juniper NAC IJ1N!J11~;r'flfi1"'Uc;j Vl1l~~t1 LL~~jf~ LLfl::fu~t1~  ~fllJl.nru't1  

I 
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.. 
,j'UYl~Ufll'mN1ttJiftu't11 

u 

w 

'll'UVl6'U01'm~.:jiJ'Y'l11 tTl'l11U\)Ofll 
91� ~ .d .. .J'

1.� ';j'JU'.i'J1J"l6lqj'c1"ltl':'hJqj'l1l U'c1~tllm';j'YHn'l"l'U 

2.� u~~';jlvm';j~l1fi';jw l'lv';j~ll~11'tl, tw, Serial Number "ltl~~11fi';jW~;jiJqj'l11,~lU'l1tl~rrm'U~~ln'liJ'Y'I11 

3.� U~~~tll~l'11,rl~ ~1.J~1J'YI"1 'il:;~tl~l1';j~rrl'U~l'\.J~'JV Vlftl1Jl'c1"l'l1:lJ1V~'l~tln~u 

4.� m';j~'l~tlll~~iJ'Y'I11 

UN'Un Service 

•� 1'Ue;l'c11~lnl';j, ')'U'YI{-rrn{ 08.:00-17:bo 'U. 

i'Yl1#Vll'i'~'Uf~'U	 : b26859~33 

026859494 

Email: 

QI - rl4 .41mfl'Vl'YI1Jtlfltl 1:� 081-811-3420 

imflVl'Yi'jjtlt1tl 2:� 081-805-5610) 

,1'UVl6'U Ol'mN1"liJru'l1l'IJ6.:ju;ti'n"1.. 
1.� UN'Un Service i'lJU~~iJt)I'l1lU'c1~'fJlm';j, .,rtl\l'c1~~11~'U lW ~tJfi';jW, rrm'U~, ~6~tJ';j~n'1'U~1'U'illmT'U 

uxun Service 'il~f1';j'J'iln'm'U~1:ltJfi';jW U'c1::;u'Uiimlvm';j'c1~fltl1J~'Jlfltl{ 
.� .~ 

2.� l~l'11,rlYiuN'Un Service llfi'1"liJW'l11l{jtl~~'U (';j'J1Jfi~m';j Remote Service Hl'U Modem m&YiM!'h91~V1J 
u� '" 

SI )I I I� SI 

11'111') 't1<JU 'il~Hm~v 1 ~'J i1J<J~lm';j ,rmi~u~~nA'ln~~iJqj'l11 

•� 1'U m&~~~ 111n'11J1 sn1~~1'U M ;jm';j')'ll91~ V1Jll'c1::; 1,rl~1'l1,rl~1lfi'1 "liJt)I'l11()~~;~~tJmw 1'ltll.,j'l()~ 
" I , JI 

Site f111JYl'UVi"ltl~n'm'Um,r1.J~fm"~U 

2.1.1� ril,rn~1'U1'l1tli (1'Un~~1'YIVl"1) 
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